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PeweHne Threat Intelligence ot F.A.C.C.T. npegocTtaBsnset
YHUKallbHble CBEOEHUNS MO BCEM aTaKyHLWNM, HaLeeHHbIM

Ha Bawy KoMnaHuto. VIHTerpaumnsa gaHHbIX Knbeppassenku
no3BonseT gobunTbCcs MakCcrMmanbHON 3PPEKTUBHOCTU KaXXgoro

N3 KOMMNOHEHTOB 3aKOCKCTeMbl 6e3onacHocTu. [lpepoctaBuB B
pacnopsaXeHne Ballen KomaHabl 6e30MacHOCTU YHUKanbHblE
cTpaTtermyeckue, onepauioHHble N TaKTUYEeCKME AaHHble
knbéeppaszeepnku ot F.A.C.C.T., Bbl TEM caMbiM ONTUMUN3NPYETE
pabo4ume npouecchl 1 NoBbICUTE 3PPekKTUBHOCTbL cucTembl Vb.

MpenmyuwiecTtBa
F.A.C.C.T.

YHunKanbHble NCTOYHUKM AaHHbIX

MakcumanbHO nonHoe nNpeacTaBneHne
o naHpwadTe yrpos 3a cHeT caMoro
o6LWNPHOro Habopa NCTOYHNKOB JaHHbIX
KnbeppasBenku Ha pbiHKe, HEMNPEPbIBHO
cobunpaemblx cuctemon Unified Risk
Platform ot F.A.C.C.T..

LUnpokunin cnekTp BO3MOXHOCTEN

B0o3MOXHOCTb MOAYy4YNTb MakCrManbHO
MOJTHYHO MHbOPMAaLIO, BOOPY>XXNB KOMaHY
6e30MacHOCTU peLleHNeM C cambiM
OBLWIPHBIM HAGOPOM UCCefoBaTEeNbCKMX
VIHCTPYMEHTOB 1 KOMaH, aHaIMTUNKOB

Ha pbIHKe.

[oBepue napTHEPOB Mo CEKTOPY

F.A.C.C.T. - eguHCcTBEeHHasa KoMnaHns

B chepe knbepbesonacHOCTH, y KOTOPOM
3aKJ/I0Y€eHbl CornalleHnst O COTpyaHNYecTBe
¢ Interpol, Europol n npaBooxpaHuTenbHbIMU
opraHamu o BCeMy MVpy, HarnpasneHHble
Ha NPOTNBOAEVICTBIME 310y MbILLIEHHNKAM

1 YCTaHOBNEHME UX INYHOCTEN.

HeorpaHunyeHHbIn goctyn

CHWXeHVe N3nepxek 1 ycTpaHeHne
MOTEHLMAaNbHbIX Y3K/X MECT CUCTEMbI
6e3onacHocTM 6narogaps OTCYTCTBUKO
orpaHNYeHnn Ha KOMM4eCcTBO Nnosnb3oBaTenei
1 Ha ncnonb3osaHve APIl. Komanpa F.A.C.C.T.
BCerga rotoBa okasaTb KNMEeHTaM NoanepXKy.

KomnnekcHbIil nakeT peleHnn

[na obecneyeHns BCECTOPOHHEN 3aLunTbl
Unified Risk Platform Tak>xe npegoctaBnset
PyHKUMOHan pelwweHnin Attack Surface
Management, Digital Risk Protection

n Managed XDR.

FACCT.RU

CTtparern4yeckmne gaHHble

» HoBblIl ypoBeHb yrpaBneHnsa puckamm 6narogapsi nepcoHan3npoBaHHbIM oTHeTaM
06 yrposax, KOTopble COCTaBMSIOTCS aHaAUTKaMV MO 3arnpocy, eXeMeca4HO
VN eXXeKBapTasibHO crieLanbHO A5 Npe3eHTaumnmn 613Hec-KeicoB BbICLLEMY
PYKOBOACTBY KOMMAHMNM

* Ob6ecneyeHne pocTa KOMNaHNM C MOMOLLbIO 3HAYMMbIX AaHHbIX KubeppasBenku
Mo pervioHam 1 otpacnsam. JaHHble 06 yrpo3ax MosBOMStOT CHU3UTb PUCKU B Criyvae
paclupeHns OeSTENBHOCTN B HOBbIX PErVIOHax, OTKPbITUS HOBOIO HarpaBneHus
6u3Heca unn NpoBeneHns LndpoBon TpaHchopmaLmm

* CHmXeHue 3aTpaT Ha obecrnevyeHrie 6€30MacHOCTM 3a CYHET OoTKasa oT Heobs3a-
TenbHbIX 3aKYMOK 11 MepeHoca YyCOBEPLUEHCTBOBaHMI Ha 6onee No3gHne CpokKm
6naropaps MakcuMmusaunm 3dPeKTUBHOCTI YXKE NMEROLLMVXCSA PELLUEHNA

OnepaTtunBHble AaHHbIE

* TpaHcdopmaLusa cncTembl 6€30MacHOCTY U MakcMarbHO 6bicTpas aganTaums
K UsmeHeHuaMm. Vicnonb3oBaHne aHannTn4eckom nHdopmaLm No3BonseT
610KVPOBaTh BPEAOHOCHYH akKTUBHOCTb B CETAX U HA XOCTax cpasy Nocse Toro,
Kak oHa 6bina 3adpukcmpoBaHa roe-nmbo B Mvpe

* BbigBneHne n ycTpaHeHne ya3BrUMOCTEN eLe A0 TOro, Kak X yAanoch NCMNonb30oBaTb
3N0yMbILWEHHMKaM, 3a cHeT oboralleHns 3HaHu Bawel Red Teaming-komaHabl
nogpo6Hor nHbopMaLmern o TakTukax, TEXHUKaxX 1 npoueaypax atakyoLmx

* ABTOMaTM3aLusa pabo4mx MPoLLEeCCOB 1 NoBblleHne 3PeKTUBHOCTY Balleli KOMaHabl
3a cyet oboraueHus SIEM-, SOAR- n EDR-cucTtem n nnatpopm no ynpaBneHuto
YA3BMIMOCTSIMU/ C MOMOLLbIO roToBbIxX APl-uHTerpaunii ¢ nogaep>xkont TAXI n STIX

TakTnyeckme gaHHble

* [MpuropunTtnsaumns ycTtpaHeHns ya3BMMOCTEN A5 BCEro cTeka TEXHOMOrni 3a c4eT
aBTOMaTn3aLMy ONoBeLLEHWIA, KOTOpble OTNPAaBASIOTCA B MOMEHT O6Hapy>XXeHMs
YA3BUMOCTW UM ee aKCryaTauuy 310yMbllUIEHHVKaMIW, aTaKy LM MPeanpusTs
Ballel oTpacnun

* QunbTpauysa NOXHOMONOXUTENbHBIX CpabaTbiBaHW 1 BOSMOXHOCTb CHOKYCUPO-
BaTbCsl Ha COBLITUSIX C KPUTMHYECKNM YPOBHEM pucka Gnarogaps nogapo6Hom
1 MOCTOSIHHO O6HOoBNALLWEelcs nHGopMaLmy 06 NHAMKaTopax KoMIpoMeTaL
no KnGeprnpecTyrnHNKaM, OTHOCALLMMCS K Ballemy naHawadTy yrpos

* CokpalleHre BpeMEHU pearnpoBaHus 1N 6bICTPOE YCTPaHEHWE aTakyoLWNX 13 BaLlen
ceTu 6narogaps faHHbIM 06 NCMOb3YEMbIX 3/T0YMbILLMIEHHIKAMU METOAAX aTaku
(Cyber Kill Chain), npenctaBneHHbix B dopmate matpuubl MITRE ATT&CK®



KnioveBble pyHKL N

VNHCTpyMeHT rpadoBoro aHanunsa (I

VlccnepoBaHrume yrpos npu NoOMOLLY MHTYUTUBHO NOHATHOIO UHTepdelica.
Cucrema rpadoBOro aHan3a no3BoNsSeT MOMEHTaNbHO NPOCNeanTs CBA3N
MeXAY 3M0YMbILNEHHUKAMU, NX MHOPACTPYKTYPOI 1 MHCTPYMEHTaMU, a Takxe
OAHVIM KSIKOM MONYYUTb OCTYM K AeTann3npoBaHHON nHbopMaumm.

,ueTeKTI/IpOBaHI/Ie CKOMMpoMeTpOoBaHHbIX OaHHbIX O\

O6Hapy>eHne CKOMNPOMETUPOBaHHbIX YHETHbIX AaHHbIX (BKTHOYas NNYHbIE
akkayHTbl VIP-riepcoH, 6aHKOBCKIE KapTbl, yTeklne 6a3bl AaHHbIX) A0 TOro, Kak
aTakyoLe NCronb3yoT X ANA NPOBeAeHNs aTak U HaHeceHns GHaHCOBOro
yuwep6ba. CospaHve onoseLleHnin 06 06Hapy>XXeH peneBaHTHbIX A5
opraH13aLmm CKOMMNPOMETUPOBaHHbIX SaHHbIX NPV MOMOLL CUCTEMbI

Threat Intelligence.

OaHHble ns Darkweb (®)

cnonb3oBaHne camoi o6wmpHoOn 6a3bl AaHHbIX Darkweb cpeaun Bcex
KoMnaHuii B o6nacTtu kmbepbezonacHocTy 3a cyeT Unified Risk Platform.
[ocTyn K gaHHbIM Knbeppassenkun, obHapyXeHne HeneranbHOM akTUBHOCTY B
ceTu N OTCnexrBaHve YNoMHaHWIA opraHn3aLummy B aHaerpayHae 6naropaps
peweHunto Threat Intelligence. CospaHne npaBun AN NONyYeHnsa onoBeLLeHnn
06 ony6MKOBaHHbIX COOBLLEHNSIX Ha MHTEPECYoLLME TeMbI.

O6Hapy>xeHne ¢unnHra u pearmnpoBaHme @

ABTOMaTMYeckoe o6HapyXeHre 1 610KNPOBKa BPEAOHOCHbIX CaToB Asi
3aLmnTbl BPEHO0B N KNNEHTOB opraHn3aumn 3a cyet HacTporiku Unified Risk
Platform yepes F.A.C.C.T. Threat Intelligence. PekopaHo 6bicTpas 6n1oknpoBka
PULINHIOBbIX CaiTOB 1 CBeAeHNE K MUHUMYMY NPUYNHEHHOrO OpraHn3aLmm
yuwepba 6narogaps oTnaxeHHbIM paboyrM NpoLeccam LieHTpa pearmpoBaHms
Ha nHuuaeHTbl F.A.C.C.T. (CERT-GIB).

ATpnbyuLmna 3n10yMblLLEHHNKOB =5

B0o3MOXHOCTb GbICTPO COCTaBUTb NPeAcTaBneHE O NOBEAEH 310y MbILL-
NEHHWKOB, Y3HaTb, Kakie MEeTOAbI 1 Kakyto MHPPACTPYKTYPY OHU UCMONb3YoT
B CBOMX aTakax, a Takxe rnony4nTb nHdopmaumo 06 nx akTMBHOCTM B popmarte
matpuubl MITRE ATT&CK. Unified Risk Platform otcnexwnsaet n pukcupyet
[encTBus aTtakyoLwmx B peanbHom BpemeHn, a F.A.C.C.T. Threat Intelligence
npenocTaBnsieT nonb3oBaTensam 6bICTPbIV U YAOOHbLIN A0CTYM K 3TUM AaHHbIM.

NccnepoBaHne BpegoHocHoro MO @
n yassumocTten

[eToHauus noposputenbHbix danos Yepes Unified Risk Platform nnn

nepepada nx komange F.A.C.C.T. no peBepC-MHXUHUPUHIY A5 UCCnefoBaHus
npw nomoww Threat Intelligence. NMpocmoTp Ha fawéopae pesynsTaTtoB
yrny6neHHoro aHanmsa Tex ysa3BrMMOCTel, KOTOpble CTan MULLEHbIO KOHKPETHbIX
3noymbilneHHKoB 1 BMO, ans BblaeneHns NproprTeTHbIX 3a4a4 Mo
yCTpaHeHto cnabblx 3BeHbEB B CUCTEME 3aLUNTHI.

MNepcoHanusnpoBaHHbIN NnaHawadT yrpos @

MpocToe 1 ynobHoe oTcnexmnsaHne OeiCTBUI 310y MblLLNEHHNKOB B BUAE
MaTpuLbl «JlanawadTa yrpos». MOHUTOPUHT MHPOPMaLMK O TeX, KTO aTakyeT
KOMMaHMo, MapTHEPOB, KIIMEHTOB NN OTPAacC/b.

LLnpokne BO3ZMOXHOCTN NHTErpaumnn 3

[MoBbiweHne 3pPEeKTUBHOCTU CYLLECTBYIOLLEN 3KOCUCTEMbI NHGOPMALLVIOHHON
6esonacHocTn 3a c4eT rotosol nHTerpaumn Unified Risk Platform c
nonynapHeiMn SIEM-, SOAR- n TIP-pelueHnsmun, a Takxke nepegadya AaHHbIX B
nto6ble anemMeHTbl akocucTeMbl Yeped API ¢ nogaepsxkon STIX n TAXIL.

Unified Risk Platform cobupaeT gaHHble Knbep-
pasBegkun N3 WNpPOKOro crnekTpa NCTOYHNKOB

Open-source intelligence —

* Paste-cainTbl
+ Penosuntopuin ncxogHoro koga
* [aHHble 06 yA3BMMOCTAX 1 SKCMNOMTax
+ O6cyxaeHns B CoLManbHbIX CETAX
» CepBucbl gns obmMmeHa ccblnkamm
1 X MPOABXEHNS

Malware intelligence —

» lMnatdopma petoHauum BMO

— Human intelligence

* PeBepc-mHxunHnpuHr BMNO

TH REAT * BHeppeHue Ha nognonbHble GopyMbl

n coobuectea B Darkweb

I N T E LL I G E N C E N CepBVICbI KOMI’]I:IOTepHOVI KPUMNHaNMCTUKn

”n ayouTa

* CoBMeCTHble onepauuy ¢ npaBooxpa-
HUTENbHbIMU OpraHammu

* PervioHanbHble crneumnanncTbl

— Vulnerability intelligence

* OmynsTopsl BMNO

* W3BneyeHne KOHOUrypaLMOHHbIX
daiinos BMNO

* O6LWenocTyrnHble NeCOoYHNLbI

Sensor intelligence

* Cnucok CVE

UNIFIED RISK * PenosuTtopuii aKCnnonToB

» O6cyxaeHunsa Ha gapkeeb-dopymax

P LAT FO R M * licnonb3oBaHre B TEKYLLMX aTakax

» CeTeBble cCeHCOpbl Ha ypoBHe ISP
* Honeypot-ceTb

» CkaHepsbl IP-agpecos

* Beb6-kpaynepsl

CoBMecCTHble onepauunn
C opraHamm npaBonopsapka

— Data intelligence

* AHanus C&C-cepBepoB 3M10yMbILLNEHHNKOB

» Darkweb-dopymbl

» Darkweb-mapkeTrnneiicol

* MOHUTOPWHI MecceHaXepoB

o OuwnHr-knTol 1 BMO

* AHanmsaTopbl CKOMMPOMETVPOBAHHbIX JaHHbIX
* To4kn c6opa AaHHbIX C GULLNHIOBbLIX CTPaHNL,

Bnarogaps coTpyoHUYecTBY C opraHamu npaBonopsaka no BCemMy Mupy,
BkAtoYas Interpol n Europol, cneymnanuctol F.A.C.C.T. o6nagatoT Wuypoyanmmm

I'IpOCbeCCI/IOHaJ'IbeIMI/I SHaHNAMW, BNagetoT NyyHwmnMnm npakTnkamMmm n NMerT
AO0CTYnN K 3aKpbITbIM AaHHbIM.

FACCT.RU



Onl/lcaH Ve F.A.C.C.T. — oanH 13 BeayLnx MNpPOBbIX

pas3paboTUMKOB peLleHnn onga obHapy>XXeHns

KOMIMNaHN1 N NpepoTBpalleHmnsa kmbepaTak, BbiaBEHUSA
MOLUEHHNYeCTBa 1 3alUTbl MHTENNEKTYalbHON
COBCTBEHHOCTIN B CETW.

1 300+ 950+ 120+

YCMeLHbIX NCCenoBaHnii enterprise-KIMeHTOB NnaTeHTOB U 3aBOK
no Bcemy MUpy

N21 20 mnpa+ 20 net

ﬂepBbIM noCTaBLWUK yCnyrm COXpaHAT Haln TeXHoormnnm npakTukm n yHI/IKaJ'IbHOM
Incident Response B Poccun B B0 KeTe K/IMIEHTOB €XerogHo 3KCNepTu3bl Ha pbiHke PO
TeXH onormn Kuné6ep6esonacHocTb MpotuBopericTBne 3auwuTta 6peHpa
* Threat Intelligence B * AHTUPULLINHF
n VIHHOBaL'lVIVI * YnpaeneHve noBepxHOCTbio » [MpoTnBopeiicTene * AHTUNMPATCTBO
ataku MOLLEHHMYeCTBY client-side ¢ AHTUMOLIEHHNYECTBO
* 3awuTa 3N1eKTPOHHON MoYTbl « ApanTyBHas ayTeHTUdMKaLms ¢ AHTUKOHTpadakT
¢ AHanms ceteBoro Tpapumka « 3BawwmTa oT 60TOB ¢ BbisBneHMe yTeyek gaHHbIX
* [etoHauunsa BMO + BbisBNEHVe nnaTexHoro * BawwuTa VIP-nepcoH
e 3awmTa KOHEYHbIX MOLLEHHNYeCTBa
ctaHuui (EDR) + MoBepeHYeCcKNii aHaNn3
« XDR
A 'ONT N KOHCaNTUHIK * AHanus 3alneHHoOCT * BbisBneHue cnenos
|-|OpT¢OJ1VIO ycnyr Y » TecTupoBaHue KomMrpomeTauum
Ha NMPpOHWKHOBEHNEe . I'IpOBepKa rOTOBHOCTW
¢ Red Teaming K pearvpoBaHuto
o OLI,eHKa COOoTBEeTCTBUA Ha NHUWOEHTbI

N KOHCanTuHr

O6y4atoLue nporpaMmbl * [1na TeXHN4eCcKnX CneumnanicTos « MacTep-knacchl Ans getei
e [ns wnpokown ayantopumn

PearmpOBaHVle Ha MHUMAOEHTbl 1 * PearvpoBaHve Ha HUAEHTbI ¢ Undposas kpummHannctmnka

|_|'|/|¢p03a;| KpUMMHanucTmka * PearvpoBaHue Ha NHLMOEHTbI « eDiscovery
no noanmcke

Managed Services * Managed Detection » Managed Response
* Managed Threat Hunting

MccnepoBaHne BbICOKOTEXHO- + ViccneposaHve
JIOrUYHbIX NPecTynneHni KnGepnpecTynieHni

MpepoTBpalwaem n nccrnepyem
knéepnpectynneHus ¢ 2003 roga

BOPbBA C KWBEPTIPECTYIHOCTbIO FACCT.RU +7 495 984 33 64



